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DATA DICTATORSHIP 
DATA MONOPOLY 
or 
DATA DEMOCRACY



Advisor in data ethics for companies, 
organisations and government 

Co-founder and executive director of 
the thinkDOtank DataEthics.eu 

Author of 7 book - latest DataEthics 
(2016) 

Former journalist Politiken, editor-in-
chief TÆNK and head of 
development Berlingske Media 

http://dataethics.eu


Non-personal data like wind, music, product and logistics. Anonymised data 
like GPS. Predictions on patterns. Regulated science.



Profiling, personalisation, microtarifing, discrimination, price differentiation, 
individual predictions of human behaviour and destinies







Save DEMOCRACY & 
HUMANITY 
Those in power should be 
transparent - individuals 
don’t have to 



The govenment Individuals

Companies & Organisations

Responsibility

➤ Good data (GDPR), consumer and competition 
laws but most imnportant: ENFORCE the laws and 
cooperate in Europe 

➤ Capital: Support the new marked for privacy/data 
ethics 

➤ Be a role model 
➤ Shop data ethically

➤ Learn digital selfdefense 
➤ Learn to activate and use your own data 
➤ Demand ethics from comnpanies and gov 
➤ Chose the good alternatives 

➤ Create trust with data ethics 
➤ Give your customers/users control over their data 
➤ Innovate with Privacy by Design 
➤ Follow standards, get certifications and independent audits



Definition & Principles
• Data ethics is about responsible 

and sustainable use of personal 
data. It is about doing the right 
thing for people and society. Data 
ethics is GDPR++ 

- Human at the center  
- Individual data control  
- True transparency  
- Accountability  
- Equality 

Free guidelines: https://dataethics.eu/en/data-
ethics-principles/ 

https://dataethics.eu/en/data-ethics-principles/
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LEGO & EDULAB

• No 3. party cookies  
• No Facebook Connect or SoMe 
• No Google Analytics 
• Data stored in Denmark / EU 
• They moderate everything by human beings 
• No manipulating behavioural design (opposite e.g. 

SnapChat) 
• Dataminimisation 
• Data Ethics guidelines at Edulab: https://edulab.dk/

en/data-ethics/



Municipalities
➤ No Google Analytics 
➤ No AddThis and 3 party cookies (including Youtube and 

Facebook) 
➤ Ingen Google Site Seach 
➤ Use of tools like Cludo and SiteImprove where you can get a 

dataprocessing Agreement 



Breaking News 
Danish parliament: 
how can we stop public 
websites from leaking 
data to FB and 
Google? 









AULA

• New Danish social media platform for kids, teachers 
and parents to be launched 2019 August 

• No third party cookies incl SoMe and Google 
Analytics 

• No profiling or prediction 
• No LIKES 
• Efficient consent management system 
• Human moderation 
• Ethics board 
• BUT stored at Amazon!!! 

Disclaimer: I coached them with their data ethics guidelines - storage is not included



Apple

• Everything on your gadget is YOURS. Privacy is a 
fundamental human right 

• On device processing - or anonymisation (role model 
in differential privacy) 

• Privacy experts take part in all new innovative 
processes 

• Privacy-by-default in Safari browser! 
• Takes responsibility of their sub-contractors 
• But what about taxes? And lack of transparency? 

See Tim Cooks keynote Oct 2018:  https://www.youtube.com/watch?
v=kVhOLkIs20A&feature=youtu.be  

See Apple’s DPO Jane Horvath at CPDP 2017 - 16.00: https://
www.youtube.com/watch?time_continue=3&v=nK_T6KLc6l0 

https://www.youtube.com/watch?v=kVhOLkIs20A&feature=youtu.be
https://www.youtube.com/watch?v=kVhOLkIs20A&feature=youtu.be
https://www.youtube.com/watch?v=kVhOLkIs20A&feature=youtu.be
https://www.youtube.com/watch?time_continue=3&v=nK_T6KLc6l0
https://www.youtube.com/watch?time_continue=3&v=nK_T6KLc6l0
https://www.youtube.com/watch?time_continue=3&v=nK_T6KLc6l0


CLUE

• Regulation of health data in the US (Glow) and in 
the EU (Clue) 

• Privacy policy for ordinary people 
• You can be anonymous 
• They store sensitive behavioural data separate from 

you identity 
• They adhere to the ‘strictest privacy laws in the 

world’ 



MAIF

• Giving customers real control of own data (part of 
MyData.org movement) 

• Invested in Cozy Cloud 
• Invested in Snips.ai 
• Don’t have access to customers’ data without their 

active participation 
• Developing services, so customers can activate own 

data 
• MAIF social club - to educate consumers. Pays off 

with 500 new customers in 6 months

“Individuals are the only 
legetimate persons to 
leverage their own data” 
https://dataethics.eu/en/data-ethics-is-paying-off-for-french-insurance-company/ 



MOJEEK.COM

• Truely private search engine with own index and 
built from the ground up 

• No profiling. Nobody looks over your shoulder or 
follow you all over the internet 

• Unbiased results 
• Using the UK’s greenest data centers 

If you want to be private AND help Margrethe 
Vestager fight data monopolies, then promise 
that half of your searches in the future is NOT 
on Google but MOJEEK, STARTPAGE.COM, 
QWANT.COM, DUCKDUCKGO.COM

http://STARTPAGE.COM
http://QWANT.COM
http://DUCKDUCKGO.COM


CLIQZ

• German/US browser that protects your privacy and 
business data! 

• Privacy by default (not blocking cookies but 
overwriting them so you are anonymous) 

• On device processing - not indentifiable data leaves 
your device 

• But Google Search so set another search 
engine as standard 



New Media - New Ways









SOLUTIONS







Tools & Services
Qwant/Startpage/Mojeek - not Google Search 
Gludo - not Google Site Search  
Netminers/Siteimprove - not Google Analytics 
CancerForum/own site - not Facebook 
Wire - not WhatsApp og Slack 
Saxo - not Amazon 
Mailjet - not Mailchimp 
Vimeo/Twentythree - not YouTube 
cliqz.com - not Google Chrome  
Use ethically responsible subcontractors

http://cliqz.com


Do’s and Dont’s
• Get rid of 3rd party cookies 
• Personalise ONLY w data you got directly from your users, so they 

understand why you contact them  
• Use only Facebook as a neutral bulletin board to get users over on your 

own site (and use your ressources there)   
• Use Facebook less and warn people agains tracking  
• Never buy or use list of people related to or neighbor to cancer patients  

(science can be an exception) 
• EU cloud or own cloud in stead of US or Chinese 
• Consider a ‘mydata’ site 
• Predict on patters not individuals 
• Consider establising an ethics advisory board and/or Chief Ethics Officer 



THANKS  

Pernille Tranberg 
dataethics.eu 
Email: pernille@dataethics.eu 
Twitter: @Pernille T

Free PDF of book: dataethics.eu/book  
Free booklet: https://dataethics.eu/en/data-ethics-principles/ 
Newsletter: https://dataethics.eu/en/about/newsletter/ 
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